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1 Overview

1.1 Changes relating to previouse version

The screenshot in chapter 4.1 was revised. In chapter 4.1 and 4.2 notes regarding the command exit
were integrated.

1.2 Reference list

not applicable

1.3 Predictable changes

not applicable

1.4 Abbreviations

not applicable

1.5 Introduction

This document describes how NovaTec systems can be configured and controled via CLI. It is
furthermore described how the connection via Telnet or COM-Port can be established and how CLI can
be launched remote via Trace Info Client. A description of all supported CLI commands is also included.
Finally it is described how the system can be made accessible over IP for NMS or NMP using the CLI
commands.

1.6 Compendium

This document describes how NovaTec systems can be configured and controled with CLI and how these
commands may be used in possible service cases.

NovaTec Kommunikationstechnik GmbH IP configuration with CLI 3/27



gtz
Oy, 14 . .
w We change the shape of the world

2 Dependancy to SW/FW

The commands and features as described in this document are not accessible in all software- and
firmwareversions. As of this please find here a short description of the software- and firmware
dependancies.

2.1 TELNET-Client
Dependancies to certain TELNET-Clients are not known. But NovaTec cannot preclued problems as it is

impossible to test with all of the existing clients. It has been tested with the standard Windows TELNET-
Client in the Windows Command Prompt.

2.2 Terminal

Dependancies to a certain terminal software are unknown. But NovaTec cannot preclude problems as it is
impossible to test with all of the existing terminals. This document describes the connection establishment
with the Microsoft ® Hyper Terminal.

2.3 Trace Info Client

To use CLI over Trace Info Client a special version of the Trace Info Client is required, wich is liable to
pay costs. Please contact our sales department for an offer. The article number of the needed Trace Info
Client with CLI is 2F8600. Trace Info Client backs CLI from version 6.8.0.3.
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2.4 Firmware

The following tablet shows wich firmware supports wich features.

Firmwareversion Feature
00.07.01.XX and older no CLI support
from 00.07.02.00 1. release with CLI support:

- dial-in via TELNET and COM-Port

- commands:
e help
e exit

e setpasswd

o dhcpconf
e netconf
o ifconfig
from 00.07.04.00 - features as of 00.07.02.00

- support for Trace Info Client-CLI
- new commands:

e showsub

e showcf

e activatecf

e deactivatecf
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3 Dial-in to the system

CLI can be launched in three ways:

e Dial-in via Telnet (generally only possible if TLS is inactive)
e Dial-in via COM-Port (e.g. with HyperTerminal, generally only possible if TLS is inactive)

e Starting CLI with active Trace Info Client connection.
This is the only method enabling you to use CLI whilst encryption (TLS) is active. In this case CLI
communication is transported via the encrypted TLS connection of the Trace Info Client.

3.1 Dial-in with TELNET or COM-Port

The following describes the connection and logg-in via TELNET and COM-Port.

3.1.1 Dial-in with Telnet via IP

The dial-in is effected and the DOS input window ,telnet (current IP address) opens. The following text
requests pressing any key.

e+ Telnet 172.16.1.5

EMetBSD: telnetd.c.v 1.46.2.2 2005-86.-27 @92:28:13 tron Exp %

Please press any key to continue:

picture 1: example of DOS input window: ,,telnet 172.16.1.5*

After pressing any key you can login with the login data for the account ,TECHNIK*.
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3.1.2 Dial-in with HyperTerminal via the COM-Port

Dial-in via the Hyper-Terminal is effected as follows:

1. Start your Hyper-Terminal
(Start/Programme/Zubehdr/Kommunikation/HyperTerminal/HyperTerminal)

2. Enter the name for the new connection:

Beschreibung der ¥erbindung E |

aeben Sie den Mamen fur die neus Yerbindung ein, und weizen
Sie ihr ein Symbal zu;

M arne:
| Telnet_COM_Port

Sumbol;

T .-’-\-.I:ul:ure-:henl

3. Chose the appropriate COM-Port:

Yerbinden mit E |

& Telnst_COM_Port

Geben Sie die Rufrummer ein, die gewahlt werden zoll

Land/Fegion: | Deutschiand (43) 2
Ortzkennzahl: |I35251
Bufnurmmer: I

Yerbindung
herstellen uber: I_]v
0K | abbrechen |
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4. Set the characteristics for the COM-Port as given beneath:

Eigenzchaften vyon COM2
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5. Press any key to be shown the login prompt

“g Telnet_COM_Port - HyperT erminal

Datei Bearbeiten Ansicht  Anifen Obertragung 7
D[] ]3| ol
_ -l
login as:
[werbunden 00:00:08 |tuato-Erkenr. 38400 BN [FF [GROSE  [WUM | [Aufzsichnen [Druckerecha _A
6. Login with the data for the account ,TECHNIK",

NovaTec Kommunikationstechnik GmbH
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3.1.3 Login as user “TECHNIK”

When loging in you can only use the account data of the user ,TECHNIK". Login and password are case
sensitive.

After successful login the follwing CLI prompt is shown:

Telnet 172.16.1.31

login as: technik
technik’'s password:
login successful type help to continue

TECHNIK > _

NovaTec Kommunikationstechnik GmbH IP configuration with CLI 10/27
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3.2 Starting CLIin the Trace Info Client

CLI in the Trace Info Client can be started as follows:
- Start your Trace Info Client (Start > All Programs - NovaTec - Tracelnfo > Tracelnfo)

- Connect with the target system (see also Tracelnfo Client Online-Help under ,Contents/Trace Info
Client/The ,Connection Page*)

- Change to flag ,Diagnosis“  and click  onto button ,LCommand Line*
["=E Traceinfo Client 6.8.0.3 ESRIEI

About I Connection I Files I Device Diagnosis | System Statel System resourcesl System Secuﬁ'ryl

— Fimware info
Fimware...
Version 00.07.03.02 —l

Clock sync |

|
Leg |
Log events |27‘2 Emrors |5-13
System Reset |

Wamings IE Fatal ID
Save Trace |
Trace files
Status |

| —Logs and Traces

, Trace... | Delete | Hardware |
Command Line |

Bi | Help
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your CLI commands:

D@ﬁ

-~

- A new window is shown in which you can enter

r

# ' CU Command Line Interface ...

Cancel

Clear

B

Every command entered and every response received is broadcasted via Trace Info Client
connection to the gateway, i.e.

If the Trace Info Client connection is encrypted via TLS the entire CLI communication is
automatically also encrypted.

o

If the Trace Info Client connection is not encrypted the entire CLI communication is
automatically not encrypted.

In case you do not receive an response to your CLI command it is possible that the target system
does not support CLI due to the installed FW version.
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4 CLIcommands

In the following all known CLI commands are described. The screenshots are based on a TELNET
connection in a Windows Command Prompt. But the syntax of the commands is always the same
weather you use TELNET, COM-Port or Trace Info Client. Only the appearance of the CLI differs.

The only exception is the command “exit”, which is only available with TELNET.

4.1 The command help

A list of all available commands can be requested with the command ,help*:

Telnet 172.16.1.31 C=rE |

login as: technik

technik’s password:

login successful type help to continue

TECHHIK > help

TECHHNIE *> Help—HMenue

— help thiz help menue

dhcpconf MovaTec command for the DHCP Client
netconf MovaTec command for the ethernet interface
ifconfig show configuration for the ethernet interface
setpassud set password for user TECHMIK
exit terminate this telnet session

TECHNIK >

The command ,exit“ is only shown whithin the TELNET window but not by the Trace Info Client. In
TELNET the connection/CLI is quit whith “exit”. In the Trace Info Client CLI is quit by pressing the
“Cancel” button.
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4.2 The command exit

With the command ,exit* you cancel the current connection:

Command Prompt

login as: technik

technik’'s password:

login successful type help to continue

TECHNIK > help

TECHNIK > Help—Menue

— help this help menue

dhcpconf MovaTec command for the DHCP Client
netconf MovaTec command for the ethernet interface
ifconfig zhow configuration for the ethernet interface
setpassuwd zet password for user TECHNIK
exit terminate thisz telnet session

TECHHIEKE > exit
Connection to host lost.

G

If the connection was established via HyperTerminal, COM-Port or the Trace Info Client the command
.exit is not available. In the HyperTerminal the connection is cancelled by hanging up or closing the
HyperTerminal. In the Trace Info Client CLI is quit by pressing the button “Cancel”.

NovaTec Kommunikationstechnik GmbH IP configuration with CLI 14/27
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4.3 The command ifconfig

The BSD interface config command can not be used to set but only to show all the current data of the
TCP/IP stack:

Telnet 172.16.1.31

login as: TECHNIK
TECHHIK'=s password:
login successful type help to continue
TECHMIK > ifconfiqg
lo@: l-'1ags=BBBB(%00PBFICH,HI.ILTIGFIST} mtu 332088
groups: lo
smB: flags=8c43{UP.BROADCAST . RUNNING . OACTIVE.STHPLER .MULTICAST > mtu 14680
lladdr 48:808:8%:c?:98:60
groups: egqress
inet 172.16.1.31 netmask BxffffAAAA broadcast 172.16.255.255

TECHHIK >

The interface ,smO0“ on S5, S6 and S20 or the interface ,in0“ on the S3 show:
mtu, MAC address, IP address, netmask and broadcast address.

NovaTec Kommunikationstechnik GmbH IP configuration with CLI 15/27



DN

I\I?v‘ o
w We change the shape of the world

4.4 The command netconf

With the command ,netconf‘ you can change the following IPv4 parameters:
IP address, netmask and gateway IP address.

You have to use the following syntax to achieve
,hetconf —h* or a faulty entry will cause the following hint:

netconf [-h help] [-i ip-adress] [-n netmask] [-g gateway-ip] [-s store]

this:

Explanation:
»netconf —i XXX XXX. XXX. XXX" Set system IP address temporary.
»netconf —n XXX XXX XXX.XXX" Set system netmask temporary.
»netconf —g XXX XXX.XXX.XXX" Set gateway IP address temporary.
»netconf —s Save the temporary data as new active data.
These parameters are activated by an automatically invoked LAN
down/up. Should the system be in ,Default*
the parameters stay as they are also after the next
~oystem-Reset” .
~hetconf* Shows the current data and future data as it will be set by netconf
(new)

B - )

login as: technik

technik’s password:

login successful type help to continue
TECHNIK > netconf

IP Hetmaszk Gateway
172 16.1.31 200._ 255 . 8.8 172 16.8.1

NovaTec Kommunikationstechnik GmbH IP configuration with CLI
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4.5 The command dhcpconf

With the command ,dhcpconf* you can change the DHCP settings via the system.

The following syntax has to be used to achieve this:
»<dhcpconf —h* or a faulty entry will cause the following hint:

e Telnet 172.16.1.5

login as: technik

technik’s password:

login successful type help to continue
TECHNIK » dhcpconf —h

uwsage netconf [-h helpl [-m model] [—s storel

Mode @: DHCF off
Mode 1: DHCP on
Mode 2: DHCP mit Option 129

TECHNIK >

Explanation:
»,dhcpconf —-m 0,1,2" Set system DHCP mode temporary.
»dhcpconf —s Save the temporary mode as new active data.

By an automatic LAN down/up these parameters
are activated. Should the system be in ,Default®
the parameters stay as they are also after the next
~oystem-Reset”.
»dhcpconf* Shows the current data and future data such as it will be set by
dhcpconf (new) (see next page)

cv Telpet 172.16.1.5 ﬂﬂ

login as: technik

technik’s password:

login succeszful type help to continue
TECHNIK > dhcpconf

Current Mode: B DHCFP off
Mew Mode: A DHCP off

TECHNIK >

NovaTec Kommunikationstechnik GmbH IP configuration with CLI 17/27
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4.6 The command setpasswd

The command is used to set the password for the user ,TECHNIK". Giving a wrong option or the option
—h will show the help function for the command:

B Teinet 17216121 (=B i

login as: technik

technik’'s password:

login successful type help to continue

TECHHIK > setpassuwd -h

usage: setpasswd [h helpl [-s set oldpasswd:newpasswd:newpassud]

TECHHIK >

With the option —s the password is set. The procedure is the same as known from the Trace Info Client.
Here are a few examples:

Example 1:

There is no password set in the system. The new password shall be “test”. The command has to be as
follows:

setpasswd —-s ;test;test

Example 2:

After executing Example 1 the password has to be deleted in the system. This entry will achieve this
effect:

setpasswd -s test;;

NovaTec Kommunikationstechnik GmbH IP configuration with CLI 18/27
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4.7 The command showsub

The command is used to show all configurated subscribers of the target system. Giving a wrong entry or
the entry —h will cause the following output:

@ Telnet 172.16.1.31 |- 5

TECHHNIK > zhowsubh —h
uzage = showsub [-h helpl [-p Port ID]

TECHNIK > _

If the command is given without parameters a list of all configurated subscribers is stated:

& Telnet 172.16.131 = | B i

showsuhb

Mame: Willibhald, Interface: Bx381c
Hame: <empty>, Interface: Bx3i@id
Mame: <{empty>, Interface: BAx3fle
Mame:=: <empty>, Interface: @x3IB1f
Mame: <empty>, Interface: Bx3088
Mame: <empty>, Interface: BxIB8Y?
subscribers found: 6

Should no name be defined for an subscriber, meaning the appropriate field in the configuration was left
empty, the output will only state <empty> as name.

With the option —p Port ID you can limit the output to the subscribers of a certain interface:

& Telnet 172.16.1.31 |5 S

TECHHIK > showsub —p Bx38ic
Mo.: 991, Mame: Willibhald, Interface: HAx3@ic
Mumber of subscribers found: 1

TECHNIK >

NovaTec Kommunikationstechnik GmbH IP configuration with CLI 19/27
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4.8 The command showcf
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The command is used to show all active call diversions on the target system. Giving a faulty entry or the
option —h will show the help text for this command:

-

Telnet 172.16.1.31

TECHNIK > showcf —h
usage: shouwcf [humberl number2
—d destinationl

TECHNIK >

o = E [ |

«==1 [-h helpl [-p port] [-t typel [-s servicel [

The entry of the command without option will show all active call diversions:

r

BN Telnet 172.16.1.31

TECHMIEK >
No.: 292,
NMo.: 993,
Ho.: 293,
No.: 993,
Humber of

TECHNMIK >

showcf

Hame: <emptyl>,
Hame: <emptyl,
Hame: <emptyl,
Mame: <emptyl,
subscribers listed:

Interface:
Interface:
Interface:
Interface:
4

Bx301d.
Bx3fle .
Bxlfle .
Ax3Ale.

Type:= CFU.
Tuype: CFU.
Type:= CFU.
Type:= CFU.

Data,. To: 295
Speech, To: 995
audiodl,. To:
phone3dl,. To:

Service:
Service:
Service:
Seruvice:

Entry of the command with a number will show all active call diversions for this number:

r

B Telnet 172.16.1.31

showcf 993
Hame: <emptyl,
Mame: <emptylX,
Hame: <emptyl,
Number of subscribers

TECHNIK > _

Interface: Bx3Ble,. Type: CFU,.
Interface:
Interface: Bx3Ble,. Type: CFU.
listed: 3

Service: Speech. To: 295
Service: audiodl. To: 775
Service: phonedl,. To: 295

@x301e. Tupe: CFU.

Entering the command with option —p will show all call diversions on a specific interface:

.

BN Telnet 172.16.1.31

TECHHIK > showcf —p Bx381d
Mo.: 9922, Mame: <empty’,
Humber of

TECHHNIK >

Interface:
subscribers listed: 1

(=] B |

Ax381d, Type: CFU, Service: Data,. To: 295

NovaTec Kommunikationstechnik GmbH
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The entry of the command and option —t will show all call diversions of a specific type e.g. all permanent
call diversions:

& Telnet 172.16.131 (= | E i

showcf —t cfu

Hame: <empty>, Interface: Bx3B@1d, Type: CFU,. Service: Data, To:- 995
Hame: <empty>, Interface: Bx3B@le. Type: CFU,. Service: Speech, To: 795
Hame: <empty>, Interface: Bx3B@le, Type: CFU,. Service: audiodl, To: 295

H Mame:= <{empty>, Interface: Bx3B@le, Type: CFU. Service: phonedl,. To: 295
Mumber of subzcribersz listed: 4

TECHHIK >

Entering the command and option -s will show all call diversions for a specific service e.g. all call
diversions for the service ,Speech®:

&N Telnet 172.16.1.31 EEREEEX

TECHHIK > showcf —=s speech
Mo.: 293, Mame: <empty>,. Interface: Bx38le, Type: CFU, Service: Speech. To: 795
Humber of subscribers listed: 1

TECHNIK >

Entry of the command with option —d will show all call diversions to a specific destination:

&N Telnet 172.16.1.31 o]

showcf —d 995

Mame: <empty>,. Interface: Bx381d,. Type: CFU, Service: Data. To: 795

Hame: <empty?,. Interface: Bx3Ble, Type: CFU, Service: Speech, To: 795

Hame: <empty?,. Interface: Bx38le,. Type: CFU, Service: audiodl, To: 7?95

Hame: <empty?,. Interface: Bx3B@le, Type: CFU, Service: phonedl, To: 995
Number of subscribers listed: 4

TECHHIK >

It is also possible to combine the different options. The following example shows all call diversions for the
service ‘audio31’ to destination 995:

@ Telnet 172.16.1.31 o = S

TECHHIK > showcf —s audiodl —d 995
No.: 993, Hame: <empty’>, Interface: Bx3B@le, Type: CFU,. Service: audiodl, To: 295
Humbher of swubscribers listed: 1

TECHHIK

NovaTec Kommunikationstechnik GmbH IP configuration with CLI 21/27
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4.9 The command activatecf

This command is used to setup call diversions in the target system. If a wrong option or option —h is
entered this causes the output of the help text for this command:

TECHHIK > activatecf -h n
usage = activatecf numberl number2 ... [-h helpl [t typel [ servicel [d desti
nationl]

enter "activatecf —h service" for detailed help about services

TECHNIK >

Adding ‘service’ to the option — h will show the extended help text. A tablet is issued which shows which
service fits to which combination of BC and HLC. The tablet corresponds to the ETSI definition from ETSI
EN 300196-1 (Version 1.3.2 (2001-06) page 112)

To setup a call diversion you have to give at least one number, the type of diversion (-t), the service that
is diverted (-s) as well as the destination of the diversion (-d). The following example shows a call
diversion on busy for number 996 and with the service ‘speech’ to destination 991:

&N Telnet 172.16.1.31 o]

r

TECHHIK > activatecf 996 —t cfh —= speech —d 991
Activating Call Forwarding,. Type: cfbh. Service: speech, Destination: 791
For number 996...

...successful

TECHHIK >

A call diversion for a specific number and service is setup. In case you setup a call diversion for a number
and service which is already diverted the existing call diversion is changed. The addition ‘(updated)’
shows that an already existing diversion has been changed:

&N Telnet 172.16.1.31 o] (B

TECHHIK > activatecf 9926 —t cfh —=s speech —d 792

Activating Call Forwarding, Type: cfh, Service: speech, Destination: 292
For numbher 996.._.

...successful fupdated>

TECHNIK > _

r

If multiple numbers are given infront of the options the same diversion is setup for all numbers. The list of
numbers is completely processed even if one of the numbers is wrong:

BN Telnet 172.16.1.31

TECHHIK > activatecf 994 995 296 297 —t cfu —s data —d 795

Activating Call Forwarding, Type: cfu,. Service: data. Destination: 2795
For numbher 794.__.

...successful

For numbher 795._.._.

...failed: 995% iz an unknown-<invalid destination

For numher 996...

...successful

For numher 997__.

...failed: 997 iz an unknown subscriber

TECHNIK > _
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This example shows that only two out of four call diversions could be setup successfully. The call
diversion for 995 could not be setup as you are not allowed to divert a number to itself. The diversion for
997 could not be setup as subscriber 997 does not exsist.
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4.10 The command deactivatecf

world

This command is used to delete call diversions in a target system. Entry of a wrong option or option —h

causes the output of the help text:

-

BN Telnet 172.16.1.31
TECHNIK > deactivatecf -h

: deactivatecf numberl number2 ... [-h helpl [t typel [-= servicel [-d des

E=E™)

If you enter ‘service’ in addition to option —h the extended help text for the services is shown. A tablet is
issued which shows which service corresponds to which combination of BC and HLC. The tablet
corresponds to the ETSI definition from ETSI EN 300 196-2 (version 1.3.2 (2001-06) page 112).

With option —A all call diversions in the target system are deleted.

deleted diversions:

The output informs you about the

-

BN Telnet 172.16.1.31

TECHMIK > deactivatecf —A

Deactivating Call Forwarding:

For number 294, Type: CFU,. Service: Data. To: 995...
...zuccessful

For number 226, Type: CFU,. Service: Data. To: 9295...
.. .successful

Humber of subscribers listed: 2

TECHNIK >

| B [ |

By entering one or more numbers you achieve that only call diversions for the given numbers are deleted:

e

BN Telnet 172.16.1.31

TECHMIK > deactivatecf 991

Deactivating Call Forwarding:

For numher 291, Type: CFU,. Service: Data, To: 995_..
.. .successful

Mumber of subscribers listed: 1

TECHHIK >

[ B ] |
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Entering option —t will achieve the cancellation of call diversions of a specific type. E.g. ‘-t cfu’ deletes all
permanent diversions:

&8 Telnet 172.16.1.31 [EEREEE™

TECHMIK > deactivatecf —t cfu

Deactivating Call Forwarding:

For number 222, Type: CFU, Service: Data. To: 995...
...zuccessful

For number 223, Type: CFU,. Service: Data. To: 995...
.. .successful

Humber of subscribers listed: 2

TECHNIK >

With option —s all call diversions for a specific service are deleted:

&N Telnet 172.16.1.31 o o 0

TECHHIK > deactivatecf —= data

Deactivating Call Forwarding:

For numher 993, Type: CFU, Service: Data. To: 996...
...successful

Mumber of subscribers listed: 1

TECHNIK >

With option —d call diversions to a specific destination are deleted:

@ Telnet 172.16.1.31 EEREEE ™™

TECHHIK > deactivatecf —d 995

Deactivating Call Forwarding:

For numher 2?21, Type: CFU,. Service: Speech, To: 995_._.
...successful

For numher 222, Type: CFU,. Service: Speech,. To: 995...
...successful

Mumber of subscribers listed: 2

TECHNIK > _

It is also possible to combine the different options. E.g. ,-s data —d 995 deletes all call diversions for the
service ,data‘ with target 995:

& Telnet 172.16.1.31 =HACN X

TECHMIK > deactivatecf —= data —d 995

Deactivating Call Forwarding:

For numher 291, Type: CFU,. Service: Data, To: 995...
.. .successful

For number 992. Type: CFU. Sewrvice: Data,. To: 995...

...successful
Mumber of subscribers listed: 2

TECHNIK > _
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5 Service examples

5.1 Example 1: On-site installation, configuration via DHCP and NMS

The technician wants to install a NovaTec system on-site via DHCP and NMS with help of the
configuration saved on the NMS server.

1. Return NovaTec system to default state by pressing the front button twice. By doing so the
password for the user ‘Technik’ is deleted and the LAN interface is operated with the default data:
IP address: 192.168.127.254
Netmask: 255.255.0.0
Gateway IP: 192.168.1.254
2. The technician dialls into the NovaTec system via ,telnet or COM port.

3. The technician sets up a new system password with the command
.Setpasswd -s ;NewPassword;NewPassword".

4. The following command ‘dhcpconf —m 2 —s’ causes a call home to the NMS server (without TLS)
as determined by DHCP option 129. The call home transferres the defined configuration.

5. The NovaTec system executes an automatic ,system start* (reset) and is — apart of TLS - now on
standby.

6. In case of the usage of TLS you have to sign the certificates of the NovaTec system via TI-CA
(remote via LAN).
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5.2 Example 2: On-site installation, configuration via NMP

The technician wants to install a NovaTec system on-site and set it up via LAN remotly later.

1. Return NovaTec system to default state by pressing the front button twice. By doing so the
password for the user ‘Technik’ is deleted and the LAN interface is operated with the default data:

IP-Adresse: 192.168.127.254
Netmask: 255.255.0.0
Gateway-IP:  192.168.1.254

2. The technician dials into the NovaTec system via ‘telnet’ or COM port.

3. The technician sets up a new system password with the command
.,Setpasswd —-s ;NewPassword;NewPassword®.

4. The command
.netconf -1 192.168.1.10 -n 255.255.0.0 -g 192.168.0.1 -s"
sets up the customers gateway IP address and customers system IP address as well as the
netmask.

5. After this action the system can be maintained remotly via LAN and with NMP the proper
configuration can be transferred to the system.
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